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FOREWORD 


The mission of the Radio Defense Corps of the German Wehrmacht was primar- 
ily that of determining ty technical signal communication means, the location 
of the radio stations of eneny (Allied) agents situated and operating within 
the Reich or Axis-dominated territories. It also exercised certain secondary 
functions following upon the capture of such stations. In all these respects 
its operations differed in considerable degree fran those enplcyed ty the 
German Si^ial Intelligence Services, which operated essentially against mil- 
itary forces of the Allies engaged in assault, first, upon "Fortress Europe", 
and, finally, the Geman Reich itself. While both servi es e^plcyed, in the 
main, identical equipment, and the personnel of all enj<yed the same basic 
technical training, techmcjues of the Radio Defense Corps, because of the 
comparatively close-range nature of it3 operations, ./ere the more precise 
and refined. 

The summary stucty of the Genu n Radio Defense Corps, which follows, was 
prepared during the days shortly following the capitulation ty Wilhelm Eelch, 
recently Captain of the Geru-n ^my, and one of the most significant .embers 
of the Corps. Reference is moie to his hLo&rapty which is to be found in 
Vol. II. In justice to the author it uust be stated that he caviled the 
stucjy entirely trcu memory sad. vrithout reference to official records or even 
personal notes, all of which were lost to him in the fin^l days. 

J. G* SUUJl&S 
Colonel, -*ir Coros, 

SIS, 
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RaDIO DEFE3SB CORPS (FUICC^WCIIR) 

f^ r Captain WLlheln Kelch, 

Radio Defense Corps, German J*ra&. 

I. Host Important Points in the Field of Radio Defense, 

The Radio Defense Corps of the OKW (Oberkaiiiuando der Wehraricht) was gLven 
the task of picking up and locating by D/F, transmitters of secret agents, and 

$ 

other clandestine transmitters. ^*n underground transmitter is t secret radio 
station 3et up in ene^y-occupied territoiy. Such a station is charged with 
passing back to its control st ition information of idlitaiy, political, or 
war-industrial nature obtained through espionage. This facilitates the carrying 
out of "pick-up missions" and "mail pick-up missions" • Underground transmitter 
stations also pass traffic relative to the administration and supply of the 
secret organisations and resistance groups, -an underground transmitter i3 
usually one of several belonging to - -.ore or less l^rg< espion . w I organization. 
The 3uccess of the invasion depended just as ^uch on the .fork of these secret 
rt« and the resistance groups they worked with as it aid on ^11 subsequent 
operations of . purely military nature* Without the service of the underground 
. m the building up of espionage and resistance groups in 
the West woulu no t have been pcsoi >le. And this night hafts led to a f -ilure of 
. At ary rate the los^e ictually sustained iy the invasion troops 

- -Id iYt ten multiplied . iy tidies over. 

. 

a " clandestine t: nsmitv^r" i- nt -n - iteur tr^ nsi itting station whose 
oy.'-tcr net . tr *.n».J.tting license* Tlie iucuent a cl une stine trans— 

— v.-.r s e.*.s tr* .on -.c -lvni- it coa.-s \n . ier ground station. 

a certain <*tho~ of spotting *>ecr:t dniestinc traffic icoordir^ 

Lo Intercept procedure, and fishing it out of the .«aas of regular traffic, 
'.dy possible when ever' intercept oper *tor, or at 
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least every analysis station, baa access to a spectrum table ef all 
radio traffic. It is tbs duty ef tbs Radio Defense Corps to build up this 
spectra table ef recognised traffic ty working it out with all tbs orga- 
nisations concerned. When all unaccounted-for traffic has been IV^'od, tbs 
underground stations must be found out. The D/F-ing of underground and 
destine transmitters oust be so accurate that on the basis of tl 
alone tbs station is located and extirpated. Ifer l/P and Radio Intelligence 
methods of establishing who operates in the net, it can be determined what 
espionage cover— organisation each transnittsr belongs to, ^ deciphering 
intercepted traffic of a given station before ita extirpation, the following 
things asst be done ty the radio defense interceptor: 

a) Know ae such as possible about the personnel and oirele of acqaaintancee 
of the underground agent-organization, and in order to determine counter 
measures, it must be established what plans, military matters, and pi 
of eguipnent have been cospro a ieed, 

b) This facilitates the subsequent technical and criainologioal 
of the agent. 

iy rough D/F-ing of the underground transmitters, the following c »n be 

a) areas of greatest espionage activity determined, because from, these 
can be concluded areas of intended intense military activity. 

b) The plans made for subsequent cloee-r age field work for the p ur pose 

of extirpating and rendering inoperative. 

In the event that a so-called G-V Gome was to be carried out, the ladle 
Defense Corps conducted the technical execution, while the information to he 
contained in the messages mo furnished ty the head office ef the Reich 
Security, or the Military High Paa nnii. To carry out a G-V Gems mease to 
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have an enssy agent, after his capture, continue operations under the 
direction of the Power against which he had been previously operating# The 
fact that he is doing this mist not became known to his original organization# 
If this G-V Game is well carried out, it is possible to enter so deeply into 
the organization the agent belongs to that eventually the whole ttung can be 
broken wide open# The espionage material that thus falls into the wrong han ds 
in the course of a good G-V Game, material originating in the espionage head- 
quarters, enables conclusions to be drawn about future military operations# 

G-V Games can in general only be carried out when: 

a) the agent is thoroughly sold on working for you; 

b) organization and technique of the secret organization the station belongs 
to is known; 

c) the removal of the agent is either not known, or the circle of persons 
who knew of it, and are able to give the control station word of the 
circumstance, are captured; 

d) special procedures, ciphers, and all security measures in the nature of 
W/T procedure or ciphers for protection against a G-V Game, are knontu 

The German rUuio defense Corps was only a very small organization can- 
pared to the numbers of spies and members of resist -nee movements working 
for the other side# The great successes of the Radio Defense Corps can be 
credited to well thought-out and ell carried-out methods of work# 

The Radio Defense Corps developed out of the K-Die.st (SIS). It was an 
independent organization, whose he^u office w:.s the department (W^WY/Fu. 
(See Amex 1;# The gr^up Pu.-I worked principally on personnel and org an- 
izational (ficfttiois. Pu#-.I h a n dled technical supcly iml development of 
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equipment, a s veil as motor transport; and Fim-IH was the central clearing- 
house for tbs analysis of inderground transmissions. In tbs last weeks of 
the war tbs office "Chief of Signals Monitoring, CEW" developed out of 
Tu. -III. Under the Chief of Signals Monitoring there were the following 
units; 

a) The I Signals Monitoring Battalion, which operated principally in Den- 
mark, Holland, Belgian, France and Western Germany; 

b) The II Signals Monitoring Battalion. This outfit oovered Norway, Poland, 
Bussia, the Balkans and North Italy; 

o) Smaller outfits wbloh were under direct command of the Chief of Signals 
Monitoring (such as small units in Spain). 

Bach battalion oonsisted of two signals monitoring companies, excluding 
the last days of the war. The battalion in the West h.d one cospary working 
on HF and another working VHP. Both companies of the II Battalion worked 
HP. Until the formation of the Signals Monitoring Battalion Staffs, there 
were two forward control stations under the department C&rt/fNV/Fu. One was 
in Paris, the second in Vienna. Several out-stations were under each forward 
control station, and there were located in Oslo, Brussels, Iyons, Belgrad, 
Rome and Warsaw. For special details fra., time to time, the so-called special 
intercept units were aet up directly under the ebtlg.Fu. All departments nd 
branches of the R io Defense Service, except the special intercept units, 
had to work in closest touch with ^btlg. Ill West, tbs Security Service, the 
Public Safety Police, and the Secret Field Police. Cooperation with 
mbtlg. Ill F Weet w -a in general good, but this office lacked the necessary 
power to act, which only the Security Service, and to a certain extent the 
Secret Field Police actually had. Cooperation with the Security Service 

- 5 - 




TOP SECRET 

and the Secret Field Police would have been vezy profitable ly reason of 
their experiences in deding with criminals, if it hadn't been for the 
arrogance of the officials, particularly in the Security Service, and their 
desire always to do everything themselves, even when they had no experience 
in the field of radio defense, all of which gave rise to notable friction. 

The inhuman cruelty exercised by the Security Service, qrite apart from 
the point of humanity, made it often impossible to carxy out a successful 
G-V Game. The agent talked under duress, but w~s no longer in aiy psycholog- 
ical condition to go to work for a German station. 

Until the Italian capitulation an atteupt was made to cany out a close 
cooperation with the Italian Radio Defense Corps. This attempt failed on 
account of the mutual distrust which the Italians brought about largely 
themselves. The Italian Radio Defense Corps was in its infancy. So even if 
its work hadn't been interfered with by directives frau higher Italian Head- 
quarters, which was the case, it still would have been of very little use to 
us. 


Every unit of the Radio Defense Cor s devoted to HF and 7HP interception 
has to be allocated a given sector, in which it alone does the close- range 
work. For long-range i/r and interception it must cooperate closely with all 
other Radio Defense units. This cooperation is required due to the fact 
that all intercepts and long-r rge bearings are fed in to a central clearing 
house for analysis and evaluation, which i. turn aaaigns to wtuchever unit is 
in the area, the stations it is to work on at close-range. The most important 
technical work in radio defense is in the close- rangp and very close-range 
fields, 'ere the technical ability of the operators, the equipment and vehicl 
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of the short-range D/P platoon, and an ever changing and superior camouflage, 
are all equally important contributing factors to success. A VHP monitoring 
company can operate entirely Independently in its own area, because the con- 
ditions of wave-propagation of VHP are so basically different. A VHP 
differs completely in organisation, equipment, and operation from an HP 
monitoring canpary. 


In the Vest the following secret agencies were known to us: 

a) Anerican Seoret Service; 

b) British Intelligence Service; 

0) French Secret Servloe of General da Gaulle; 

d) French Secret Service of General Giraud; 

e) Polish Seoret Service (under British direction); 

f) Polish Secret Service (tinder Russian direction); 

g) Belgian and French Secret Service (under British and American direction); 
b) Dutch Secret Service (under British and ^anerican direction); 

1) Russian Secret Service. 

In Italy as far as I latow there were only the xierican, Russian, and 
British Secret Services. So for exauple there was a Russian agent chain be- 
tween Rome and l.oscov which the German Radio Defense, who revealed this fact 
to the Italians, was forbidden by the latter's Radio Defense Corps to taks 
action against to ruaove them* It appeared that here there was no longer 
question of s mere chain of agents, hut rather, as was assumed by the Geznams ( 
it looked as if this chain were fostered by high military and political 
circles. 


The agents mostly caiae from the countries they were sent to operate in* 
The brains behind the organisations were Englishmen, Jmerloana, Russian*, 
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and Poles, who however either never set foot in the countries their sen 
worked in, or only went there on flying visits. The personal liaison be- 
tween the headquarters end the local leaders of the operating spy-rings was 
brought about as much as possible ty means of "Pick-ups", where the leader 
in question would be taken off to England or North africa for a conference. 

The most successful were the Polish and British services, from what 
could be gathered. The Jmerican service got better as the war progressed 
than it was in the beginning, but it must be remembered that it was a 
new organization compared with the Polish and British. The Suasion Intel- 
ligence Servioe was on the whole bad. They operated on a colossal scale. 

I remember seeing in an intelligence bulletin put out ty Section CO/lNV/Fu. 
that towards the end of the war there were 30,000 agents, mostly prisoners 
and turncoats, who were undergoing training. Of course this number in- 
cluded other kinds of agents besides radio specialists. 

,(HP) 

Improvements in the technique of short wavy agent radio traffic oould 
be aooccplished as follows: 

a) camouflage the traffic as an authorised traffic of the country in which 
the agent is operating; 

b) frequent change of f. equency and time of sending; 

c) freqient change of position. 

The American and British Intelligence Services -ade the following mis- 
takes in the field of ViP secret agent radio communication: 

a) VHP transmitters with a frequency b nd of 6 - 12 . etera were used too 
early. This kind of transmitter, as it is easily spotted sal 
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by technical means, should only be used when the front has moved v ery 
near its position, or vice versa, and a sure and rapid means of oaa- 
muni cation is needed in keeping up with the rapidly changing military 
situation. Even when such a transmitter is spotted technically and 
removed, being in such a position, it is no longer a notable victory 
on the part of the other side to have captured it. 
b) The agent control station working from an aircraft talked almost ex- 
clusively on the same frequency as the agent station. Therefore not a 
single word was missed. Two frequencies should have been used, 
o) Reports were often sent in the clear. And administrative questions were 
discussed quite openly. 

d) The agents worked with too high an energy level, and could be picked 
up and D/F'ed from much too great a distance ty permanent ground re- 
ceiving installations. The agents to some extent ossessed too little 
technical ability. Often for this reason no ccumuuication was accom- 
plished or the traffic became too long drawn out. Uany times our osn 
receiving stations, fur away from the control station, had copied tbs 
text long since, while the agent, because be had his antenna wrongly 
adjusted and didn't know how to use the set, was forced to ask for s 
repeat. 

-»n captured operators of VHP underground stations agreed on one natter 
upon interrogation, to wit, that in England it was taken for granted that 
VHP transmitters could not be spotted and moved ty technical means. The 
speaker frc*n a control station announced once in the Dutch language "The 
Germans hear it all right, hut they don't understand it." 



* 


m 



A spy-ring mist be so organised that no member could participate in a 
G-V Game without the control station possessing means of finding it out, or 
checking it from another source • In this way deliveries far months on end of 
weapons ty the spy headquarters and resistance movements stationed in England 
into the hands of the Gen. .an Security Service would have been stopped; per- 
sonalities iron these headquarters being ordered or coaxed right into German 
hands would have been saved; -nd military secrets spared from ooEproou.se* 

I believe that in some instances the enay knew that a G-V game w*s in pro- 
gress, but for various reasons decided to continue keeping the channel 
open. 

From January 1945 on, I carried out an especially intensive coverage of 
tactical VHF traffic in the Colmar bridgehead area* As this operation w~s 
very successful. Col. Kopp, brigade ccmaander for the iTest Was ordered ty 
higher heauc^rters to set up operations occoraing to our proven methods on 
a large scale -long the whole western front* The rapid ailitaiy developments, 
so unfavorable for us, hinde ed this however. 

The French had ty far the worst discipline. I was able, in the case 
of the three hipest attacks on this bridgehead, to report to the German 
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.any Headquarter* the day before they started, In pert, the time, direction, 
and approximate strength of the attacks, liy means of exact Direction Finding, 
tactical VHP transmitters were several times successfully knocked out by 
artillery fire, as far as the ammunition shortage of the German artillejy 
permitted. 

11. .. olution and Development of Radio Defense Corps 

(See Annex 1) 

a) Office of the "Chief of Si/Tnla Monitoring OK-.'" 

The office "Chief of Signals Monitoring OK. 1 ’ was ore&ted two months 
before the end of the war. It stemmed fraa the Group QFT.i/'fKV/Fu. Vhile the 
Radio Defense units of the .jvy up to this time were under CUT.*/ VNV/Fu. only 
operationally, but were always under the nearest Signal Corps Staff admini- 
stratively, nc ' they w ar e operationally and adainistratively under the Chief 
of Signals lUx— toring. He had the position of a regimental oon wider. His 
headquarters were in Zinna near JDterbog, southwest of Berlin. 

b) Secret -arent Transmission Analysis and Evaluation. Section 

COr/lHV/Fu. III. (See iumex 2) 

■Then the Signals : onitorlng Regiment was activated, the -analysis and 
Evaluation section for Secret .. 0 ent Trana. Issiona was taken over into the 
regimental staff of the Chief of Signals i oni taring. The departments working 
on HP were as follows: 

W? platting and evaluation; sections for plotting the various agent net*; a 
section far unknown traffic; a section for handling cl<>ndestine transmitter*; 
cryptographic analysis; 7HP evaluation; FLeseler-5 torch .Missions, contents 
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evaluation} Mid final analysis. 

Although between the regiment and the companies or intercept stations, 
the battalion staffs were interposed as intermediary, the companies and 



intercept stations reported all d/F bearings ana intercepts ty teletype 
directly to the repjaent. The D/F plotting and evaluation section made a 


central plotting of all hearings regardless of the net the stations belonged 


in. is the Radio Defense Corps bad to take D/F hearings at great distances, tl 


errors in maps effected accuracy to seme degree. In order to do away with the- 
se errors, the exact locations, or triangles of error, were calculated by the 
trigonanetric procedure developed hy Dr. Duniinger. 

Every day the data for the next day were sent out ty teletype to tbs 
subordinate units. The data consisted of frequencies, call-signs, expected 
times of transmissions, anu ai y other particulars a out the anticipated 
eneoy traffic, also included were the D/F bearing shots and the different 
fixes, which were determined from the D/F bearings supplied by all the Qr F 
stations. 

Besides, the men who worked on the nets put out roster supplaaenta . 

Therein w-a worked out the most uav nt .geo -a possible allocation of fre- 
quencies for the different units to cover. The D/F plotting section handled 
the i/l &saigj*jients in the roe ter supplement. In this w ay the IV? stations 
who were in the best geographic and technical position to take bearing on 
a given transmitter were assigned the job ana. could be checked as to whether 
they had accomplishes it. 
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All matters pertaining to clandestine traffic were worked on ty a 
section which had no particular subsection in charge of analysis. The 
technical spotting and removal of clandestine transmitters was the work 
of the Public Safety Police. 

Ifcr ccupary shortly after activation was assigned for reasons of prac- 
tise to spot and eliminate a clandestine transmitter in Silesia. (This 
work was carried out from Breslau-Brockau) • The elimination of clandestine 
transmitters is particular!/ difficult, because these amateur stations 
operating without a license send traffic without axy plan. 

The most developed section was the one which worked on unknown radio 
traffic. It was considered the most important. On its wo rk/ whit focr^undn^ 
ground nets, which were operating with new traffic characteristics and. new 
methods, would be spotted, or. as the case might be. spotted in time. 

The volume of unknown traffic was very large. A card index alone was 
not enough to handle it. IUA machines were successfully used to take osre 
of this problem. The section of unknown traffic had to work in close 

A 

cooperation with all other organizations who concerned themselves with 
radio matters. 

Deciphering and contents evaluation had conspicuous success. Put a 
deciphering of the underground messages was almost always possible only 
when the code haa been betrayed. Pinal analysts had the duly of: 

1. Furnishing the High Cocnand with as much information as possible on 

military, war- industrial, and political ratters, passed 'ey secret agent 
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tranadtters* 

2. Providing ©ii dance for the work of subordinate units, and after clearing 
with the other offices involved, assigning to subordinate units the 
transmitters to be eliminated. ill X/F’ed stations were not to be elimi- 
nated* It was saaetimea more important to read the traffic than te eli- 
minate the transmitter. 

forking in conjunction with the Fieseler-Storch mission section in the 
dispatohing of aircraft on D/P missions. 

Every month the Final .analysis section put out a top secret situation 
report of the Radio Defense Corps* In the last period of the war this re- 
port was divided for security reasons into a report on the East and a report 
on the West. 

o) Signals Monitoring Battalions 

Fra the older Forward Control stations of QKW/WNV/7u. tbs Signals 
Monitoring Battalion staffs v/ere famed, shortly before the office "Chief 
of Signals Monitoring" . The battalion staffs were directly under GE^Dn/Vd* 
after the Signals Monitoring Regiment was famed these were placed directly 
under it* The detactiaents under the battalion operating in the East wszw 
mostly .air Force units, and unde the one in tht Test were chiefly in^f 
units* The creation of the Sigi^ls Monitoring Battalions made things easier 
for the field units. While up to that time operational orders came through 
GEW/VUV/Fu* , or the forward control stations or the out-stations, a tbs 
case might be, end the aauinistr tive orders cams trim mm other head- 
quarters, both now originated from the s -me source. 
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i) Forward Control Stations ana Out-stations of CKW/WMV/Pu « 

She forward control stations baa their sites in Paris and Athens. Later 
the Forward Control Station East transferred from Athens to Vienna. Out- 
stations and liaison officers were under the Forward Control Stations. 1 bey 
had tbsir own deciphering section and a snail evaluation section. Their 
princ ip al duty was to maintain liaison with all other relevant headquarters 
and carry out interrogations. 

•) Special Intercept Stations. 

A special intercept station (Sonderhorchstelle) was an independent unit 
put in the field ty the R adio Defense Corps. Shortly before the end of the 
war an attempt was made to take the intercept stations away fra. the ccn- 
parties, and divide the Radio Defense Units into intercept and long-range 
E/F companies on the one hand, and close-range E/F canpaniea on the other. 

This plan originated with theorists who did not have enough practical ex- 
perience. Experiments in this direction ended in couplets failure. 

f) The VHF Signals Monitoring Coapaiy. 

Out of signals monitoring platoon 615, which later became 1st oqayaiy, 

1st Signal konitoring Tuttalion, there was built up the only VHF monitoring 
ca.'pf.ry of the Radio Defense Corps. The platoon was increased " >r this 
purpose frm 106 to 150 ken. 

g) The HP Signals . onitoring Caupaqy. 

s 

The first Signals konitoring Ccnpaiy was built frou an intercept om^ 
paiy. How difficult such a transformation can be is seen from the fact that 
from the beginning of the new set 19 until the first sec et agent transmitter 
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iu el Inina ted about half a year vent ty. an "B/Y Signals Monitoring Company 
bad a strength up to 400 men* Reserve unit for all Badio operators was the 
Signals Intelligence Replacement Battalion, and for all linguists the Signals 
Linguist Reserve and Training Battalion. 

IH« Cooperation with other Organisations. 

a) Security Service and Secret Field Police* 

As the Radio Defense Corps had no executive powers, the "extirpations", 
interrogations and G-V gai.es had to be carried out ty the Security Service 
or the Secret Field Police* (in cases of emergency the D/P troops were per- 
mitted to eliminate the transmitter personally _s well as cany out the 
necessary searching of houses}* In all cases the Radio Defense Corps was re- 
presented to sake sure of the technical side of the process. The Radio Defense j 
Corps had liaison officers in the particularly icy rtant stations of the Se- 
curity Service. In the special section "annoe Secrhte" in Marseilles the 
interests of the Radio Defense Corps were represented Ty an outstation. 

b) ibeehr HI F* West 

The Defense (AbvehrJ Units, later called Front Intelligence Units, were 
not entrusted with executive powers, aqymore than the Radio Defe.se Corps. 

They were responsible for steps taken in all bases in 'which the "extirpation" 
of German stations or personal thereof were involved. 

For the further clarification of important cases, liaison personnel fras 
the Defense -nits, were assigned to the units in question* the term 

"Liaison Personnel" is oeant the spies who -ere assigned from the Defense 
■nits;* The I Signals Monitoring Battalion was represented in IU F Vest, 
ecu unded by Lt*Col. Reile, ty a liaison officer* Lt.Col. Reile was stationed 
with the Casnander in Chief, Vest. 
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o) Signal Ir vfc*n*f>« nce Service (H-Dienat) 

The H-Dienet supported the Radio Defense Cozps in certain respects, 
such as additional D/F bearings being taken ly D/F stations of the Any 
and Luftwaffe, and also in the matter of advising the Radio Defense Cozps 
of suspicious traffic picked tip and D/F'ed in areas occupied ly German 
troops. 

d) Public Safety Police 

Under the command of the radio control station of the Public Safely 
Police there was a small signals monitoring unit of the Police. Its per- 
formance was generally poor; as it was backed up in every way possible ty 
the Reich Security Head Office, there was perpetual friction here, 'typical 
of the limited background of the Radio Defense Branch of the Police was an 
expedition undertaken with close-range D/F troops for the purpose of 
eliminating a VHP agent control station, which they thought was a secret 
ground installation in Holland, when it was in reality an airborne control, 
as the Police Radio Defense people m.de a point of concealing their activi- 
ties as much as possible froa the Radio Defense Corps, it sometimes happened 
that close-range D/F troops of the .ouy eliminated truna-itter stations which 
were engaging in a G-V Game for the Public Safety Police. The results of 
this way of doing business ./ere the following: 

1. It was no longer possible to continue the G-7 i^e; 

2. Waste of time, equipment, and personnel on the port of the ./ahzmaobt. 

ej The I t >l ian Radio '.efense Coi-w 

The Italian Radio Defense Cor a Was an or 0 ;uz-Uio. . which was entirely 
at -tic fra. axe point of vieu of develop ^ent. .its st.-ff included several 
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Ugh ranking officer*. They sent a liaison officer to the Bose eut-statLan 
of QD0DIV/Pu. , a certain Lt. Renai. I always suspected .that the Italian 
Radio Defease Carps purposely pretended to knew far less than lt really 
did* Cooperation with the Italians was extrenely bad. They bald up for 
weeks on end, always far new reasons, the setting up of a German Tong- 
Rsngi ly'F in Bimini, had me arrested in La Spesia, delayed the olearanoea 
necessary for close-range E/P operations, and only permitted us to obtain a 
rsxy — » 11 amount of information about their methods of operation. Close- 
range operations in Italy usually terminated with our discovery that the 
transmitter we were looking for was in a Post belonging to one of the 
Italian Armed Forces. The commanding officer of the Italian Radio Defense 
Station in Ajaccio (Corsica) with whom I bad cooperated without a hitoh, was 
soon afterward removed from his poet. 

I 

H. Operation and Technique of a VHP Signals Monitoring Ccsa>anr. 
a) General Operations of a Company (See Annex 3) 

The VHP Signals ikmitorlng Canpai y differed in operation and technics 
from the HP oignale konitozing Caapary, because VHP wave are propagated 
differently fraa HP waves. The existence of a sly-wave is <fiite irrelevant 
to the problems of interception and D/F in the esse of VHP, because the 
work concerns itself exclusively with the quasi- optical waves which rediete 
fra* the source according to line-of-sight. By VHF is meant waves between 
1 and 12 mete re, although technically the term applies to waves between 
1 and 10 meters. The reason is that in tbs case of secret assart tranmdttsrs 
tbs 10 meter limit was often passed ty ~s much as 2 meters* In general it 
can be said of radio waves, that the shorter the save radiating fron tbs 
transmitter, the more closely its behaviour resncbles that of a light name 
in the matter of radiation. 
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to there hu to he a direct line ef eight between the control station 
and eeeret a gent station, the following condi tiene oan he expected in a 
VHP secret agent operation: 

1* Immediate vicinity to the coast: Agent right on the coast er on a 

e 

high point ef land in the vicinity of the coast. £007 control 
station on an island occupied by the enav, or on board a ship. 

2. Close to the Front: The breadth of the area *i««g the front en- 
dangered by an agent using VHP is dependent on the elevation of 
the high points of land on both sides of the front, or at least 
an one side. 

Up to 100 Km. distant froi the area to which the enemy oan generally 
send aircraft according to plan. From these considerations may ho 
calculated the extent of the area to be covered by a Radio Defense 
Corps looking for VHP oan aini cation. 

The building up of an intercept central with receivers of the same 
frequency Land is not in order for the monitoring of agent traffic on 
VHP. The goal to be attained rather is the establishment of a large n»her 
of scattered intercept detachments. The more intercept personnel that are 
placed in operation, and the loftier their operational sites, the mere cer- 
tain it is that a secret agent's transmitter within the area of possi b le 
operations will be picked up as soon as it goes an the air. If the ifhr 
of intercept troops is insufficient to cover the whole ..res in this fashion, 
one c m still succeed with a am.. Her xuaiber if they change position every 

duj. 
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In carder to achieve Vr_- reception from great distances, in regions 
where are no favorable e^e— tions, receivers nay be attached to barrage 
balloons, or set up in slew flying aircraft. Bases for the close-range 
field D/P units were established in the areas suspected, or that proved 
to be c orient rati on areas for espionage activity. It is evident, fren 
the enormous area of operations, that a successful directing of the 
troops in the field can be accomplished only if good o errcuni oati ona 
facilities are available. Radio communications , especially in difficult 
situations, has proved the most satisfactory. 

b) Intercept and LonitorLng Stations. 

The monitoring stations had the following duties: 

1. To carry out general search service on fy'T ami W/t. Then such traf- 
fic was picked up it was far them to determine whether it was secret 
agent traffic. In all situations in which it was not ccnpletely clear 
whether or not it was agent traffic, tape recordings were made of the 
traffic, and a linguist or W/T man copied it down. 

2. Current watching of traffic lenown to be secret agent by reason of 
information given ty the analysis section. Should a monitoring stati 
hear not only the agent control station but the agent station taelf, 
and the monitoring station had a d/F on hand, then it was to take 
bearings ix.i ediately . If there w&a no D/F available, then a vehicle 
with built-in receiver set out immediately on a search trip, to de- 
termine the general area of ground propagation of the agent's trans- 
mitter by checking sigial strength and reception. In this way it was 
aocanpliehed that, when a close-r -nge D/F operation was to take place 
at the nert scheduled tine for traffic transmission by the agent, 
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Every monitoring team reported to its higher headquarters important 
parts of the tuning and testing traffic , as well as all messages between 
control stations and agent stations, giving signal strength and ary ad- 
ditional, pertinent remarks (trips made in intercept vehicle and D/F 
hearings)* This information was passed to the cctpaiy analysis and evalu- 
ation section by teletype or l/T. The rolls of recording tape with re- 
cordings of traffic on them were sent to the comp ary ty courier for 
evaluation* The Analysis and Evaluation section passed hack to the monitor- 
ing troops the intelligence they derived from the mass of traffic sent in 
to them. The success of the VHF monitoring troops depended largely on the 
Quality of the antenna install ations. 

c) Close-Range D/F Platoons (See Annex 4) 

1* Organization* 

A VHF close-range B/F platoon consisted of: 
aa) Two or three D/F teams equipped with VHF B/F sets, Type "D", also an 
KF set; 

hh) Three or four motorized intercept and very close-range D/F teams 
equipped with VHP intercept receivers and very close-range D/F sets 
(Belt and Suit-Case types) , also an IT set; 
ccj «n intercept team which was equipped with intercept receivers and an 
T^F caiainications trana_itter* The transmitter was used to pass in- 
formation and orders to the D/F teums And other intercept teams in the 
field. 

2. Kf^ii pmcnt 

The Vlir I^ F 1 s (Type "a") were transporta: le sets, smint^l on a vehicle. 
*t the place fra- which one was to be operated it w e taken ott the vehicle 
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and. set up on the ground. The E/F-ing was dene ty me ana of dipoles. Pros 
a good operational site the ecjiajcent located a transmitter to within one 
Idlanet :r at a distance of sixty Idler: eters. The motorized very close- 
range l/F troops were equipped with VHP intercept receivers (Type *V"), and 
for vezy cloee-rangs D/P wort they used belt D/F'b, and different kinds of 
"suit-oase* i/F'a. Belt l/F' a are made as follows: 

The actual D/P is a small, flat apparatus which car. be worn as a belt under 
a Jacket or coat without being noticed. The power supply is so mall that 
it can be carried in the trousers pocket, whence a power cable leads to the 
D/P. The i/P antenna consists of a thick, rubber insulated cable. This c cries 
out of the D/F apparatus along the right hip of the E/F man, peases under 
his right ana and over the back of bis neck, then under his left am, down 
to the left hip. A thin flesh-colored wire leads to a small earphone atuok 
in one ear like a hearing aid. Operations with the belt D/ apparatus can 
only be carried out in the case of distances under 400 meters. Only direction 
can be detertm.ned, but it cannot be sensed (resulting in a possible 1E0° 
errors . 

The "suit-case" D/'F resembles the one used in very close-range BP i/P work. 
The ideal instrument was one developed ty the VHP signals monitoring caa- 
pary. It was constructed as follows;/ 

The instrument was in a box th-t looked like the kit of a locksmith. 

The shoulder strap, with a wire running through it, served as i/P antenna. 

The d/F operation could, be carried out eve n more inconspicuously than with 
the former equipment, because the D/F man did not have to turn his face In 
the direction of the transmitter. The null he was seeking was no longer 
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forth between agent and control with one hand, and could easily determine 
at ary given tine whether he was unable to hear the agent station far the 
reason that the oontrol was tr&nnsitting, or whether the agent was trans- 
mitting and be could not hear him because be was too far away. 

lee r y teas of the close-range D/P platoon bad an HF transmitter, with 
wtdoh cam mi cations could be maintained between members of the platoon 
operating in the field (Aav Transmitter, 13 watt). Sach intercept teen 


also had s transmitter. These were always captured EF agent sets obtained 


in the course of elimination of stations. 





€ 



3. Operation of Intercept Search Teams. 

If it could be determined fraa the traffic of a VHP agent oontrol 
station, which could be beard over a _arge area, that a VHP agent trans- 
mitter had turned up which bad not yet been E/F'ed, the first problem 
was to pick 19 this agent an a receiver . In other words, to find the area 
around the agent tranaiitter where it could be beard fraa the ground. To 
find this "ground wave area" three or four intercept search teams were 
used. These had the assignment of searching ty radio intelligence means 
all through tbs area in question, according to a predetermined plan, 
during the tires when the agent was scheduled to he on the air. The leaders 
of the te«s that reached the close vacinUy marked on a uap the stretches 
of road on which the .gent w us beard in the cars. Than they were to turn 
-round and leave, and not ooue into the very close-range area of the 
station. Operating with intercept search team initially waa neoesaaxy. 
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ksosnas la contrast to HF operations the position of the aroo surrounding 
the tre fitter could not bo found oat by long-range l/F. Tha HF IV’F osa bo 
••t in the area of reception of tha sly ware, which is of course im- 
possible with VHP. 

k* Operation of tha VHP. IV'P (Tyne "D") 

Ifcr tha tins the transmitter was scheduled, next to be on the air, VHP 
jVf "D" sets had been set up in the area in whioh the intercept search 
team had picked up the transmitter, in such a manner as to afford the 
best base line, VHP close-range l/P's could not be used, because they «ere 
Mt developed technically to s fins enough point. They worked without 
giving true direction (possible 180° error) and in addition to this ttay 
had a possible error 19 to 90°. Besides, VHP close-range ^F's sore not 
important because the VHP D/P "D" was so accurate that on the basis of 
fixes obtained by than the very close-range i/F teams, working with belt 
and suit-case D/F's, could be put right on the Job. 

Immediately a bearing waa secured, each l/P team reported it (by naans 
of the HP transmitter) by V/T to all other l/F teams as well as intercept 
search tef^is. In the vicinity of every d/? (Type "B") an intercept search 
team was posted; another stood in readiness where the agent's transmitter 
was estimated to be. In order to 'accomplish results, the bearings t -kaa 
had to be exchanged by ell stations within three ( 3 ) minutes after the 
agent began transmitting. 

Intercept search teams which had to find the close proximity of tbs 
VHP agent transmitter were to bring the very close-range l/F (belt sad 
suit-case l/P) men to their starting point far operation, ami to give ttmn 

support and aid at the beginning of their work ty means of their intercept 
receivers. 


TOP SECRci 


23 



- 25 - 


TOP SECri^l 


5# Very Close-Range Operation 

Tho control station plotted the D/F bearings on an exact map# Then the 
intercept search teams moved fran their different locations towards the 
paint of intersection, or the triangle of error# Every vehicle of an intex*- 
cept search troop had a very close-range D/F set. The moment that one of 
the intercept search teams discovered the immediate vicinity of the trans- 
mitter, a very close-range team got out of the car. The driver drove away, 
and established rad^o communication with the other intercept search teams. 

He informed them of the immediate vicinity of the transmitter. this 
point the remaining search teams were to break off their own search and 
hold themselves in readiness. 

In the VHF operation the "immediate vicinity" is understood to mean 
the area within which Z/F with very close-range D/F apparatus is practicable. 
Generally this area is within a radius of 400 meters of the transmitter. 
very close-range D/F team consisted of a D/F operator and a helper. Before 
operations it was their Job to familiarize themselves with the details of 
the neighbourhood landscape where the operation was to take place. The 
helper had the following duties: 

aa) to be on the look-out for people watching the proceedings, suspicious 

persons, and antennas; 

bb) to protect the operation with his weapon. 

Very close-range work-belt iy'F sets and different kinds of suit-case 
h/V sets were .sod. The bicycle D/P consisted of a i/F antenna and intercept 
receiver (V) built into a bicycle in a concealed manner. The sue t-case l/F 
was built into travelling twigs, cardboard boxes, tool kits, or violin c Lists, 
With the help of these sets the very close- mge team worked arouixl the 
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house the agent was in without drawing attention. In the case of larger 
houses, they could experiment in this way until they found the aparbnent. 

If the agent betrayed by his traffic that he was suspicious of some- 
thing untoward going on, then everybody who was suspect would be arrested 
under all circiiastances. If the very close-range operation went off accor- 
ding to plan, then the elimination of the agent was carried out in whatever 
manner the Radio Defense Corps OKW and the Reich Security Service agreed 
on. A poese of the Security Service or of the secret Field Police was 
called ty radio or messenger to be in readiness on the spot. They took over 
the actual arrest and bouse search. 

The VHP intercept troops of the platoons were looated near the agent 
transmitter during the very close-range d/F operation. They were to observe 
the exact course of the agent's traffic, and keep 1 jgs of all messages. 

-s far as camouflage was concerned, the same requirements obtained aa was 
described in the section on EF close-range field work. 

'."he E/P men assigned to carry out the very close-range operations had 
to be familiar with the characteristics of various transmitting antennas, 
as .veil as certain phenomena of screening and reflection. If they were not 
familiar with these factors they might quite possibly D/f the wrong house. 
The three drawings following represent instances of screenings and re- 
flection which often came up in very close-range E/P operations. 

let Saaeple: a building which is between the tranem litter and very close 
range L/P, acts as a screen and as a deflector. In E/F position 1 ns l/P 
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is possible* In positions 2 and 3 the zyp paints past the o corner* of the 


screening building, and in an erroneous direction. 




2nd Example* The antenna of the secret agent's transmitter radiates in the 
direction of a telephone or power line with metal pylons. The mj close- 
range D/P shoots bearing either along the wires or oeards the metal 
pylons. 
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3rd Ixamnle* The antenna of the transdtter radiates in the direction of a 
wall or the front of a houao. The very aloe©- range l/p pointa w La eat always 
to the point an the nail which would be reaohed by an imaginary prolon g tioa 
of the direction of the antenna. 



d) Signals Platoon 

The signals platoon of the ccag>aiy waa weak in n a aibe r a. It built the 
c CLxjnnic ati ona net inaide the ocmpaiy, connected the direct llnoa to the 
next DV, HV, and LT. (telephone centrals ) , a a well aa the neareet forward 
Control Station or Out- station of section GEY/VHV/Pa.; it also set up the 
canary's telephone exchange, fy HP radio links and indirect teletype lines 
it was also the tank of this platoon to rv-int&i n caatiurii cations between 
the intercept teems and the close-range V/t platoons. T..o installation ef 
teletype and telephone lines was no longer possible a tarn days after the 
Invasion, due to baab damage and sabotage. 
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•) Analrala and Evaluation 

Evaluation was argsniasdi 
*a) into traffic analyst* and evaluation; 

bb) Into deciphering and contents evaluation* 

# 

There was no l/F evaluation section, because the l/F bearings had to bo 
plotted by the close- range D/P platoons. 

The principal duties of the contents evaluation section eerot 
as) to pass on the texts of important messages to the offices in suoh head- 
quarters as sere empowered to take steps to avoid the oonseqiences of 
the proven treachery. 

bb) in anticipation of an interrogation of the secret agent, to collect and 
organise all the intercepted messages and build up a picture tnm then 
of the spy-ring and organisation the agent belonged to. 
oo) Up comparing logs of various intercept teams and tape recordings* to 
clear up error a in the logs. 

f) Balloon Operation 

In order to pick up a 7HP transmitter as quickly as possible by inter- 
cept methods in country where natural elevations mere lacking, and a VHP 
agent could only be heard within a short distance, it bee we necessary to 
use captive balloons. In Holland, for ex -pie, where it was necessary to 
find up to 30 operational sites to be sure of picking the agent with 
VHP, according to planned methods, one single c^tive balloon ess all that 
vaa needed to achieve this end* In the course of our experiments el wg this 
line, which proved successful, me fastened an intercept receiver (▼) to a 
captive b a l l oon* This receiver was equipped with an autoeyn motor vhioh 
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set the frequency according to controls on the ground which could be abut 
on or off. The staff &nte*m& hung down free. The earphone cable w<*s extended 
down to the ground. An amplifier was placed between, to step up the output 
to the earphones. 

g) Pieseler otorch Operations 

The work of the close-r~nge Field D/F platoons should h*ve been helped 
materially by the operation of an intercept set in a slow flying plane of 
the type of Fieseler otorch# Theoretically this would have been easily pos- 
sible. But since the VKF agents were operating exclusively in an area where 
the enexqy had air supremacy, the oper -tion of these machines was pr^otic lly 
inpossible. *ui attempt resulted in toe pl^ne being shot down the first day. 

h) Nii'Jhtflgfater Qper .tiona 

Bjy working together with the ca s anding officer cf the Nightfighter 
Group at Florennes, ^elgLura, I tried to bring about the shooting down of 
the eneuy airborne control stations that flew in at night. For this pur- 
pose VHP l/F sets ("D" ) were set up throughout northern France and Bel- 
gi\xu, far apart from one another. These l/F stations had the mission of 
D/F-ing the 7IIF transmitter of the aircraft currently on its way in. The 
bearings obt^ned .ere passed on uninterruptedly to an evaluation station, 
which had been built for this purpose on the Cotentin peninsula. Here the 
bearings were plotted and crossed, and the fixes passed on in the form of 
squares on the Fighter Grid to the controller of the Nightfighter Group. 

He directed the nightfighters he had in the iir towards the plane with the 
agent control station, on the basis of the fixes passed to him. Fran there 
on it was up to the nightfighter to do the work with his own nightfighter 
device, ubether we shot down an airborne ^ent control in the neighbourhood 
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of raiXf or ▼bet :icr it w&a another plane, is not known to Odoo 
when the night fighter in question shot down a plane in the Poix area, we 
noticed that fraa that macient on the agent control station was silent. 

T# Operation and Tcchaioue of a HP lonLtorinp; CmpAry 
a) General Disposition of the Cqgpaqsr (See Anne^ fa aad -ai 

Every BP Signals lionitorlng Unit had. two operational sites, in the 
days of its greatest success* The purpose of this step was that one site 
would receive signals fran an area with respect to which the other site 
lay in a "dead zone" . 

The intercept stations of the HP unit working in Italy were set in 
Ladispoli near Rome, and on konte Pellegrino near Palermo. The £l6th signals 
Konitoring CoLpaqy, later called the 2nd Coapaiy, 1st Signals monitoring 
Battalion, had its intercept stations in Fuhrber_ near Hannover, an d in 
Giessen, Brussels, Petite Espinette. The intercept station in Brussels wes 
moved later to Bois le P.oi, near kelun. 

The longrrtnge i/l 's were always widely spread out. In Italy there was 
one each in Rimini, Cagliari (Sardinia) L^uispoli near Rose, and ilarsslls 
(Sicily). The long-range I^F's of the 2nd Company had their sites in Tou- 
louse, Brest, Hannover, and L -ngenargen on Lake Constance. Whether or not 
there was another fy'F in Locken, South Denmark, I do not know for sure. 

The close-range l/F platoons carried out their assigned missions in 
their areas tnju so-c lied close- range field oases (Rahfeldstutrpunkte). 
These bases were centrally located in the assigned _rea. The supply of the 
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platoons was carried out through these bases. The bases could mostly be 
reached by direct telephone line. Radio camaunication was available in 
cue of a breakdown. % 

b) Monitoring Stations 

The division of duties in an intercept or monitoring station was as 
follows: 

Saae intercept teams had the mission of clarifying suspicious traffic 
which hadn't yet been spotted through radio intelligence channels. .Another 
group had orders to intercept and process traffic which the "unknown traffic" 
branch of the Analysis Section OKtf/WHV/Fu., considered to be especially 
suspicious. On the basis of this systematic coverage these suspicious com- 
munications were either declared harmless and the coverage dropped, or the 
coverage passed on to the intercept team whose mission it was to cover the 
net to which the now-erploined traffic belonged. The third group covered 
the traffic which had been identified as to net, or had been partially 
clarifi d. For thie task the less proficient intercept operators were used. 
Every intercept team engaged in general search work had on hand a book con- 
taining a Bimsaaiy of all known radio traffic. 

The intercept station directed the long-range D/F and the close- 
range E/F platoons with two Peilkouaundo transmitters (d/F cauaund net used 
to order Ej/F units on a given frequency and call- sign. ) 

There follcwB a description of a long-range Ey^F command net set up: 

1. Use of Land Lines 

Hex t to each receiver was a microphone and a push button. When an 
intercept operator had a D/V cowand to transmit, be pressed a button. 
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which lit a rad lamp that all intercept operators could see. This meant 
that the "D/t canaand net was lb use at the time. Then the operator gave 
frequency, call-sign, and aiy identifying characteristics, over a parly 
line to which all long-range Tj/jf teams were connected. If the traffic 
to be D/F'ed was coming in loud enough the operator could have It trans- 
mitted along the parly line. Then he had checked with the l/F men and 
established the fact that those who could iy'F the traffic had done so, 

he ended ty giving over the wire the exact time and the serial number of 

a 

this part i cular d/F assignnent. The process Just described could only be 
interrupted ty a so-called "Blltskonr.iando" . Blitskamoando meant that the 
D/F command net was needed for the carrying out of a close-range l/F 
operation. 

2. Use of Radio Comnnioations 

When it was no longer possible to direct long-ra nge Q/? tar land - line, 
this was accomplished ty radio. In principle the method is the same. It 
proved abundantly worth while to" have the l/F cocnand net give the I j/F 
operators a running cocoentaiy on the traffic to be l/F'ed during the 
whole time of transmission, to advise them whether the transmitter to he 
D/P'ed Wa 8 making a call, sending a procedure message, msber or letter 
groups, or whether it had interrupted or broken off its transmission. In 
this way the D/F-ing of sane other transmitter that might have Just cans 
in on the same frequency was avoided, along with the radical errors in 
E/P which would have resulted fron such a circumstance. 

The intercept stations used a second tranaoitter which gave tbs close- 
range l/F teams in the field a running cauaentaiy an the agent traffic upon 
whoee elimination they were engaged. 
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c) Long-Range D/p Teams (HP) 

The work of the long-range IIP D/F men in the signals monitoring 
service did not differ fraa the work of the long-range D/F men of the 
B-Dienst# For puiposes of Peilkcariando (e/F center) cccu uni cation ty 
telephone, in eveiy D/F station there was a loudspeaker with an amplifier. 
Peilkcnmando messages were picked up ty a message center radio operator. 
Telefunkerwadcock sets were used for D/F sets. 

d) Cloae-Ransc E/ F Platoon (HF) 

1# Organization 

Close-Range HF D/F platoons were made up of three to six close-range E/F 
teams and one intercept team. The intercept team had to keep a watch on the 
frequency which was used for regular traffic ty the transmitter to be 
eliminated. The purpose of this watch w^s to notify the close-r^nge E/F 
teams the moment the agent began his radio traffic, even if it came up at 
some time contrary to the recognised regular scliedule. 

2. Equipment 

The HP D/F teams for close-range work were each litted out with a 
close-range D/F set made Ty the fim Kapsch of Vienna, an intercept re- 
ceiver "C", and HF receiver "Radione" and ~n agent * 5 transmitter c -ptured 
in the course of operations. The very close-range iyF teams used belt 
sets ana suit-case D/F sets. 

3. Operations of the Close-dange p/F Teo^ (HF) 

If the approximate location of the c-gent transmitter was not established 
ty the relatively inaccurate long-range Li/F # as was usually the case, this 
approximation h-d to be found ty search expeditions on the part of the 
close-roige D/F te«s. For this purpose the close-range E/F tews were set 
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up at distant points throughout the area in question. One intercept 
operator in each team watched the frequency of the agent control station 
with the intercept receiver "C" . If he could deduce from the type of 
traffic emanating from the control station, that the agent transmitter he 
was looking for was sending at the moment, then he went on search. In order 
to avoid having the control station as well as the agent station being 
hunted ty the close-range D/P teams in the field, particularly in the 
oase of a change of plan, a second radio operator was given the Peilkan- 
inando frequency to watch. This transmitter operated on a high output level 
and was directed from the out-station. It passed a r unning c ament any on 
call-signs, frequencies, and messages sent ty the agent transmitter being 
searched for. 

All close-range D/P teams were to seek out the area in qiestion con- 
centrically- according to an established plan. They were not supposed to 
deviate fran the appointed course unless they could hear, or D/F, the 
transmitter they were after. 

If a close-range E/P teas heard the agent transmitter it had to deter- 
mine first of all if it was hearing the ground wave (that is, tbs radiat- 
ions in the near proximity) or the ally wave. If he established that he 
heard the agent transmitter steadily, that is, without fading, then he 
knew that he was in proximity. As the cloee-range HF i/F not only gives 
dir.ction but also senses, the i/P tex_ could then start working on tbs 
elimination of the transmitter by a further tuning of bearing? Tnm dif- 
ferent positions. 

The E/F operator was required to fill out all data on a special form, ami 
the team leader was to mark on an ex-ct map tbs areas in which be heard 
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■IT found tbo old.pi oloo to aoto tbo bearings taken la the pros- 

1 *+ and project thn aa link's. The individual ole— -range Ti/j teams 
operating had to infon oaoh other by naans of the HP tranasitter of 
important data they discovered. When a team discovered the immediate 
vicinity of an snesy agent station, it notified the other teaue of this 
foot* The purpose of this stop was to avoid putting the agent to flight 
or to changing his position by the simultaneous appear -nee of a rasher 
of Tohiolca. 

if* Operation of th e ver y close-range D /P teams (iff) 

If the l/P operators were not familiar with the conditions of the 
terrain of the immediate vicinity, and if this terrain oould not ho ob- 
served from a height, the operators had to orient themselves exactly before 
starting the very close-range D/P operation. 

If there were Just a few houses standing in the area, the one the 
agent was working from could often be spotted by Just driving by with the 
close-range fl/F van. In cities and thickly populated larger villages the 
use of belt aft teams ami suit-oase Q/P teams was indispensable. 

5. Operation with trans-dtter— seekinr- devices. 

Trana..dtter seeking devices were very insensitive receivers* With the 
help of an electric —otor the frequency band was automatical^/- searched* 
•ocording to the quality of the antenna used, only those transmitters were 
picked up *!• '. - a radius of 400 to 1000 meters distance* It 

wua possible for the operator to establish frequency, operating schedule, 
and type of tr.u'fio, with this set, if he knew the app roximate locution 
of the transmitter, and kept constant watch* ty "* w "C the antenna 
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■nailer and analler it was possible in seme oases to looate agent trans- 
mitters by the use of this set alone. In Italy I used such an apparatus 
to folios the Italian agent control traffic, for intelligence purposes, 
by setting it near the Italian agent control station. 

6. Pieseler Storch Operations 

Operations with Pieseler Storch were carried out successfully in Norway 
and in the Balkans. The reason for their use there was that either the 
terrain could not be driven over by close-range l/F vans, or that there 
were too maqy partisans in the areas. E/F-ing with Pieseler Storch is 
executed not by flying over the position of the agent ' s transmitter, but 
around it. 

7. Camouflage and Concealment 

In almost every case there was associated with eat a enesy agent a 
group of persons whose Job it was to watch for suspicious people and 
vehicles in the neighbourhood of the agent's transmitter. Besides, it 
became known to us that the underground organizations received constant 
inform tion concerning the appearance and behavior of close-range E/F vans, 
as well as belt and suit -case D/P sets. 

A successful close-range and especially very close-range operation 
was therefore impossible without an ever changing camouflage, suited to 
whatever surroundings the operation moved to. For these purposes the close- 
rt-nge D F vans were frequently given e different coat of paint, the re- 
gistration plates changed, the silhouette altered, ami vehicles with gas- 
oline engines had i Huai noting gas cylinders built on them far purposes 
of deception. The dress of the operators varied between civilian clothes 
and uniform. In fashionable sections of towns, smart clothes were won. 
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and work clot baa In the worker quarters. The close-range r/? suit-case 
was always being ^Lven a different camouflage. If a vehicle had to stop 
in order to take an accurate bearing, a motor disorder or a flat tire was 
faked. The difficulties that one can became involved in by use of a fake 
appearance for camouflage can be illustrated by the following incident: 

My unit tried to drive a close-range D/? van disguised as a milk wagon 
through Naples. The vehicle had to leave Naples by the quickest possible 
route because crowds of hungry people stormed around the truck, wanting to 
biy milk. 

e) Signals Platoon (See inner 6) 

The signals platoon of an HP signals monitoring ccmpaxy consisted of a 
telephone and a V.'/T squad. The telephone squad did the operating and trouble 
shooting of the telephone and teletype lines, as well as setting up the 
caup&iy telephone system and teletype installation. The ff/T squad operated 
the Eomoando transmitter. 

f) analysis and Evaluation 

The analysis section was set up like the analysis section of OKV/ *NV/Pu. 
There was lacking only th< departments far Pieseler Starch operations, sod 
far the nets which the ccmpaiy did not watch. The ccsqpaqr analysis section 
was supposed to do the preliminary work far the analysis section of 
OEW/WNV/Fu. III. kt given intervals a report of activity waa drawn up for 
the next higher headquarters. 
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VI. Interrogations Tar the Out-stations of OOf/WNV/Pu. 

authorized persons of the Radio Defense Cozps were permitted, to inter- 
rogate member* of spy-rings and resistance movements, tut only on technical 
■atters. »-a technical <qiestions could never be separated from others, and 
since interrogations of the Security Service were often insufficient, tbs 
Radio Defense Carps almost always carried out the rest of the interrogpticm 
as well as the technical features, in spite of the difficulties created ty 
the Security Service, and the Secret Field Police. Of course each oaptured 
agent was also interrogated ty the Security Service and the Secret Field 
Police. The interrogations covered the following complex of questions: 

1. Personal questions 

2. Political convictions 
3* Military career 

i* Wty did subject become a spy? Idealistic or materi 1 grounds? 

3. Who made him sign up? 

6. Where was he trained? 

7. How was be taken to the training site? 

8. Who else took the training? 

9. Who were the teachers? 

10. In what branches of the Secret service was he trained? 

11. How was he brought to the site of operation? 

12. To what persons was he introduced, at the first place of operations? 

13 . What was his organisation called? 

14. What ia the ms of the chief of hia organization and where does he live? 
13. What does he know about mail boxes, couriers, courier points? 

16. What ifl e c.h cra of the organisation did he uoke acquaintance with during 
his activity as one of its cambers? 
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17* What did these people do In the organization? 

18. Did. theee persons have pseudorrEs or not? 

19. What peeudoryma did he himself have? 

20. Haw were rendezvous arranged? 

21. Where did they take place? 

22. Were there authentication si gna ls, and if so, what sere they? 

23. What vas discussed at these rendezvous? 

24. '.Then and where vas he to make the next rendezvous? 

25. Does he believe that the rendezvous will be supervised by members of 
the organisation? 

26. What vas he taught about the Radio Defense Carps in his training? 

27. What did he learn about the Radio Defense Corps in the course of 
operations? 

28. What precautions did he take against the work of t ie Radio Defense Corps? 

29. Had be placed guards or an-ed persons to watch his site, and who were 
they? 

30. What arms has be in his possession, and what anus stores does he kJww 
of? 

31. Had he poison with him? 

32. Had he alternate sites? 

33* Which of these have alreaty been used? Which did he still intend to 
use? 

34. What circle of individuals vas infar-wd at each time? 

35* Had his organization spies in German civilian or military organisations? 

36. 'What does he knew about the murder of Germans, or the kidnapping of 
Germans? 
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37# Whet dees he know about *piok _ps" , "sail pick ups" , and supply drop- 
ping operations? Where, when? Ground crew? 

38. Vfco organised these enterprises, and through shat radio stations did 
the arrangements take place? 

39. That sabotage had been carried out? 

40* There did the equipment come from to aocanpliah this? 

41* That espionage material is still on hand? There? Enciphered or in dear 
text? 

42. What special missions had he been given? 

43. How mas he meant to behave politically, as a mother of his organisation, 
especially in regard to being approached for membership in other organi- 
sations? 

44. In shat sets did he receive instruction? 

43. What seta does be posaese? 

46. There are the sets? 

47* There vers the storage batteries charged? 

48. How, and through whom did he obtain spare parte, money, food? 

49. That experiences had he concerning antennas, frequencies, sets? 

50. Does he still possess a signal operating instruction? 

51. If not, can he reconstruct it? 

32. Does he possess cipher procedures or enciphered texts? 

53. What ciphers and codes does he know about? 

54. Hov did he receive his messages, enciphered or open? 

53. Then, where, through whom did he get than? 

56. That precautions bad been taken against G-V games being operated? 

Were these precautions in the procedure, cipher technique, or text? 
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• Did h* give his control station a sign that ho was in danger? That 
sign? 

58 • Doss ha fool prepared to work for the Gomans? 

59* That steps had been taken for an eventual escape? 

60. That passes had be? The gave than, when, where? 

61. That did be know about the use of VHP far secret agent transnitters? 

Agents who had used VHP agent transmitters were asked the following 
questions in addition! 

1. Who belonged to your team? 

2. What do you know about the operations ty the B/J transmitters belonging 
to your team? 

3. That was said to you in the course of your training about the possibili- 
ty of the Gentians locating and listening in on VHP traffic? 

4* Have you listened to VHP control stations while they worked with other 
VHP agent transmitters? 

VII* Technical execution of G-V primes 

Insofar as possible the tr oleic in G-V games was carried out by the 
operator who h-d been on the action all .long, i'his was only feasible when 
the impression obtained that the operator was honestly ready to do his part 
either throu*3* conviction or under pressure of circumstances. The operator 
could then either go on living freely near his work, end enjey unrestricted 
noveuent (none the less he w*>.a shadowed) or he lived under supervision in 
a building belonging to the K dio Carps, the Security Service, or the 
Secret Field Police, or he was kept in Jail. The operator was put up ac- 
cording to his character and the poliqy (or perspicuity) of the respons- 
ible officials. 
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The traffic that ensued v-a closely watched by the intercept station. 

In the er ent that the operator was not working unguarded, a amber of the 
Radio Defense Corps, who had to he a specialist in the traffic in question, 
supervised the operator's work on the spot. In this manner in case the 
operator tried azything radical it was possible to take immediate steps. 

It was carefully checked whether the operator persisted with the same 
"fiet" as before. 

A site oust be seleoted for the transmitter not far removed from the 
previous sits, in case a message frcci the agent to the control station 
explaining a move could not be sent without arousing suspicion. When the 
position had been changed without a message of explanation, the antenna 
i retaliation must remain as muah as possible like the previous one, so the 
control station wouldn't notice aiy changes in tone or signal strength. 

The Radio Defense Corps was responsible for the maintenance of the 
sending schedule, and the proper sentence structure and enciphering of the 
messages. Messages given out for transmission by the Reich Security Office 
(p.eichssicherheitstimt) or by military authorities had to be re-written and 
re-oast on the basis of radio intelligence observation of the traffic, and 
the technical interrogation of the agent. 

In the event that the operator was killed in a shooting fight, or if he 
were in no condition to collaborate, then, if a G-V game still seemed in 
order, the operating was taken over by a member of the Radio Defense Corps. 
He had to imitate the former operator's "fist" with deceptive exactness. 

As for the oontents of the messages, it was attempted immediately after 
initiating tbs G-V gee, to betmy an actual pieoo of military information 
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in order to be in a better position to giro misleading information. It was 
always to be avoided that the control station should get the digression that 
tael's tai a particular interest in carrying on the traffic. G— V games sere 
discontiined when the control station asked long difficult questions of no 
particular interest, or when the control padded the traffic with unim- 
portant news. The control station almost always tried to perpetuate a recog* 
nised G-V game by asking questions and transmitting uninportant texts. 

TUI. Suggestions for the or .nization and technique of a Radio Defense Corps 

The organisation and teohnique of the German R-dio Defense Corps was in 
general proper. The successful missions accomplished in all countries oc- 
cupied by Gercaiy, with relatively limited means, are proof enough of this. 

The Radio Defense Corps must he an independent organization. Its highest 
echelon of oaa-iand should be under an officer who is -4eo in conmand of the 
Signal Intelligence Service. He must be able to delegate authority, to shift 
and exchange egiipoent, radio sets, motor vehicles, etc. between the Signal 
Intelligence Service and the Radio Defense Corps. The cocoanding officer of 
the reserve battalion must be under the Chief of Signals Intelligence and 
the senior R -dio Defence Officer. In this manner it would be assured that 
training •. ould be pertinent to actual practise later on. 

In Gemaiy the R- dio Defense Carps and the Signals Intelligence Service 
were completely separate organizations. *n example of how this wasted out 
was that I had dozens of intercept receivers "V* s tending idle in ay unit, 
while sane Signal Intelligence l eginents, as it now turns out, were unshls 
to procure aiy of these sets, which they needed most urgently, despite the 
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great pains they w nt to. 
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Thera would haw* been operational advantages In a closer oocpe ration 
between Radio Defense Corps and the Signal Intelligence Service, which, 
without knowing that the Radio Defense Carps was doing the same thing in 
the sane sector, covered the enemy tactical VHP frequencies in the southern 
part of the Vestem Front* But nobofy was giving these frequencies proper 
ooverage in the northern sector* 

The clarification of nuoh radio traffic would have been siapler for 
both parties, particularly for the Radio Defense Corps aiyway, if there bed 
been closer cooperation between the two services. 

A complete fusion of Signal Intelligence and Radio Defense Coxps 
hovever would not be ideal* The Radio Defense Corps is of necessity so 
different fraa Signal Intelligence in its techniques that in the event of 
a fusion one or the other would be at a disadvantage. It is true that the 
Signal Intelligence Service in the course of its ordinary business can taka 
on the interception And initiate counter-measures against say ID or 20 
agent transmitters; but if hundreds of these should appear, then this 
would be impossible* 

Every country that wants to save blood and equipment in the conduct of 
a war, must be generous with respect to the means and opportunities it 
places at the disposal of the Signal Intelligence Service the Radio 
Defense Corps, in this respect the German Yehm-cht made mistakes* For 
example, the Radio Defense Corps COT was *n estimated 2300 men strong* An 
additional 300 men needed to mux mobile Q/F installations for the organi- 
sation operating in the Vest, would have been adeqiste to render handles* 
a secret agent radio organisation of the most modern type* But 
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addition to th* for e — «u not approved, because the "ocnbat 


Perhaps ox. account of this the ccnibat troops lost out on 
the Invasion, and consequently, the war* 



In the German Radio Defense Corps the troops assigned to intercept 
and long-rangi E/P were sufficient in rimbers. Those assigned to clos^ 
range D/P however too few. There were about 400 men in all for this as- 
signment. In the Test alone, 500 olose-range r/P-oen would have been 
needed. These would not have been over—burdened with work all the time, 
because the dunandw on the organisation were not always equally greet. 
This fact would have to be considered. The Radio Defense Corpe must have 

perquisites and powers which are not even required ly the Signal Intelli- 

% 

gence Service. One step in this direction was taken in Gersary in that 
every mobile l/F team possessed a true copy of an order fran Hitler him- 
self, as authority far carrying out their work. Among other thing*, this 

i 

order stated app roximately as follows! "Every post oa^p or station of the 
Arsed Farces is obliged to assist members of the Radio Defense Corps in 
every way possible. Their mission has "Too Priority" . 


The organisation of the Analysis Section far Secret Agent Radio Traffic 
CKi/ OlfV/Pu. Ill was sound. Its turnout of "intelligence poop" and "inter- 
cept and l/P bulletins" worked out very well. This service can only be 
rendered ty an analysis station that works for the whole Radio Defense 
Carps. 

The department that carried out Fleecier Starch operations did not 
belong in section Pu. III. The Btcroh operations should have been 
Ty the forward control stations or the battalions, in conjunction with 
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the Luftwaffe. I believe that the creation of a central office for Storoh 
operations oame about only in order to provide a Job far a certain Major 
whose pronotion had been accelerated for political reasons. Tbs formation 
of a Radio Defense Regiment under the GOT was in order, likewise the for- 
mation of battalions, which in tun had companies and liaison officers 
subordinate to them. Operational and admisiatratiws control of Radio 
Defense Corps units must be in the same hands. 

The reorganisation of Radio Defense Corps units into intercept and 
long-range D/F units on the one hand, and close-range D/P units on the 
other, carried out in the last weeks of the war, was o deplete ly senseless. 
The interospt and long-range i/F branches of the Radio Defense Cops are 
so closely intertwined with the close-range l/F service that a separation 
into different units works to serious disadvantage. 

da a result of new techniques developed by the British in their secret 
agent radio work during the last months of the war scarcely ary eliminat- 
ions on our part of agent stations followed immediately. This is not to be 
attributed to the excellence of the new British system, as was announced 
by the BBC in a broadcast shortly after the end of the war, hut rather to 
the detrimental reorganization of the Radio Defense Corps mentioned above. 
This reorganization rendered the Radio Defense Cozps climsy. The former 
flexibility and adaptability were indispensable to an effective countering 
of the new British system. 

Kach unit of the Radio Defense Corps must be assigned a particular 
sector, at present, for instance, a coi.puiy could be assigned Geraary 
north of tbs i-ain River. This oaapaty must obviously he permitted to 
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g) Too cucb time suet not elapse between elimination and preparation for 
taking nr the G-Y gone. 

X. Organisation and Technique of ;:ret Agent Organisation 

Organisation and technique of Secret Agent Organisations changed con- 
stantly and no one organisation resembled another* As I have read a great 
a«her of FW interrogation reports in tbs course of tine, I can no longir 

i 

describe parti cu' o: ionizations from nmoiy. Therefore X will put down 
only the charaoteristica of groups of organisations. The following refers 
to the most important ones: 

Guidance consisted of the head of the organisation, a seci-stary, and a 
few collaborators . The chief of the organization received orders from a 
headquarters located outside the area of Genian occupied territory. These 
headquarters cccuuc-cated their orders to the or gam r -tion leaders, sub- 
sections and individuals by mean of: 

a) Broadcast messages of hidden meaning, such as "Napoleon is I^peror", 
"The aunt is cooing with two children" ; 

b) Messages from the agent control station; 

o) Couriers frou Engl a nd, and the fact that leading personnel or organi- 
zations were picked up and taken to England for conferences axti. in- 
structions. 

The organisation chiefs oaauanded the re zonal chiefs anl specialists 
for special missions. Regional chiefs comaandsd the radio operators 
special mission operatives in their area. 2y special aiaaiom are aaant: 
Determining drop points; observation of vehicular traffic and transport 
facilities; observation of results after air attacks; espionage in the 
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Iaftiraffe, ray and K&iy; slipping important personage a over the Spaniels- 
French border; tapping of telephone lines; pick ups, mail pick ups, and drop- 
ping operations. 

3y iail pick up, pick up, and dropping operations the foil caring is 
meant; 

Great amounts of espionage material (documents, photographs, etc. ) were 
picked up in mail bags by aircraft. A ground crew belonging to the or- 
ganisation marked off the mail pick-up spot by a special arrangement of 
lanterns. Besides, aircraft and ground crew c curium, cated by means of 
signals already agreed upon. The mail bag was fastened to a rope, and the 
plane cleverly picked it up in flight by means of a hook. In lonely spots, 
particularly in the south of France, planes landed, took on persons and 
documents and flew away. Itoney, food and "PX rations", clothes, sets, re- 
placement parts, aims, and sabotage material were dropped by planes for 
the organisations . Here also a faultless oodperation between aircraft sad 
groun^csow was nacessaxy. In oaae personnel was dropped by parachute, the 
ground crew often stood by with a car to take the new arrivals to a hid- 
ing place or to a rendezvous. ~ __ 

3veiy transmitter station had one or more alternate transmitting sites, 
more or less in its near neighbourhood, which vers set up to provide against 
the possible malfunctioning of the tranmri.tter in operation, -a wH as to 
facilitate change of position for the agent. 

In seme orgr.nl nations one man was responsible far the whole organi- 
sation. 2vejy regio na l chief h~a at hie disposal a staff of qpios, "letter 
couriers", and observers. 


- 51 - 


TOP SECP c " r 


DECLASSIFIED 




espionage * _ i, Jhe ief enco cd the jss . n t aaitted the 

:~ozt urgent ones hi- seli over VT£ set to the control station, "which vl.s 
in .... nt h d Hr 1 tr nsiltter. e .Iso ould en e..e, -nd 

when :'C-* e:: .. the 'i ta runic .'—led, he to. . ove •a.:. k un -t-. . 
..ith the . transmitter# I'hese $\t - *ir t *oll -her t s 

iter the/ arrived -t t .eir e/ ent to ^res^es t : t hid been 

iven efoz set out ission* 2 icy oper ted .iin the :r . .e- 

... of ----- Lon, but tlieir connection with this or_ ndL&atioci 

vi as rel .tivel_ terucos. 

li ions tried . n 1 2 selves ft 

e_:._ -L soever.-. 

:‘o. -do ^ t^c. js 

si< II- - ' . \ siy - is, the r- — c 

1. - . iL- 

tiom - , _ . - . _ hrJL ■ 

11- ns, ... , .. 

it -• • re < . ... gree j. 4 t on 

- 1 . - 1 r lisheu by ns ui 

, i thes 2 not . :o re- nr -n 

plan* ~ - . :t 1 1 ti — >lon w.-s sr*t m to __ x . 

- .. 

- 1 -er/a oal 5 - - -*.- rtiy or , 

.be 


TOP SECRET 






top’ SEC RET 

that the enciphering be based upon a continuous atrip of paper with sub- 
tracter lumbers on it ( me- time encipherment pads)* The encipherer out 
off the cipher strip far each message after encipherment and destroyed it* 
In this way he was unable to decipher his own messages, even if he wanted 
to. 

Polish organizations secured themselves against technical elimination 
moot successfully by a special kind of transmitting sequence. When a mes- 
sage was to he transmitted, a whole collection of transmitters spread owwr 
all of Warsaw had the same text before them. The transmitters changed 
around without interrupting the sending of the message, all through tbs 
transmission. Long-range D/F's, and close-range D/F vans vers Irritated for 
a long time by this practise. 

The area surrounding the transmitters was watobe x by observers, and 
protected by civilians who almost all belonged to partisan groups* For 
antennas, cords looking like clothes-line, with enclosed wire were used, 
far example; or the antennas were stretched across the inside of a room. 
Hiding places were provided for the sets, aj*i endangered persons had 
ways of escape prepared far then* Sometimes demolition charges were built 
into the sets. Persons who thou^it their cupture might endanger the orga- 
nization frequently tried suicide by taking poison or shooting thin elves* 

b) Security measures for T r ■ ml s ■ 1 on of liessarw within ths Cksealsatlfls_ 
7a.cn, children and priests were often u sed to deliver messages* This 
w s learned almost always after the act, bee se such persons were halu up 
by the German road control organizations only if they rendered, t hi selves 
conspicuously suspicious. 
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The messages were not carried directly free, the sender to the 
recipient, hut were le t with "letter bares", or intermediate stations. 
Barkeepers, prisoner aid bureaus, or harmless old people often served as 
letter boxes. The sender left the message with one of these, and the 

addressee had it picked up there. The middleman recognised deliverers and 

# 

fetchers often by special si0is and passwords. 

c) Security Measures for ~ endezvous 

Every meeting of two or more members of organisations in line of duty 
was organised precisely. Certain signs or passwords were decided upon, by 
which the .^embers of the rendezvous could determine, first, that the other 
man was the right man, and second, that he was free (not being shadowed). 

In most cases these rendezvous were watched frcci an inconspicuous place 
by sane other msaher of the organisation. Captured radio operators there- 
fore almost always tried to be alleged to go to a re ndezvous under the 
inconspicuous supervision of some one ffai the Gestapo. In the beginning 
the Gestapo agreed to such proceedings. But at rendezvous of this sort no 
one was ever "met", because either the radio operator let the others know 
that he was not free, by a secret sign, or the others, despite all camou- 
flage, recognised the third p^rty as a Gestapo agent. Then the whole organ- 
isation was soon warned. 

d) Security measures Through Trades ^nd Names, 

The organizations <uid their subsections always bore cover-iunes. ill 
responsible member s of organisations possessed false identification papers, 
and used false nones. These oh&nged from time to tine. The leaders carried 
on their activity in the organisation either under cover of their actual 
business, or with the help of a trade for purposes of r orrenlnont . Sea* 
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lived "underground"# These had to change their place of dwelling con- 
stantly. Those who took then in were more or less aware of their activity. 

In Western Europe the agent organisations could be built up on a 
large basis (assume far instance that as mazy as 50/i of all Frenchaen be- 
longed to saoe resistance or espionage organization)# The reason far this 
high percentage is to be found in the fact that German propaganda did not 
represent an adequate counter-weight to the British, American, and even 
Russian propaganda. Besides, by virtue of the stupid German countor- 
measures taken against espionage, sabotage, and resistance groups, it 
was made ouch easier for the French to form more of such organizations. 

The Germans created martyrs here and there, but never took really intel- 
ligent measures to extirpate seoret organizations . Radio operators and 
other members not quite at the top of the organizations ./ere often not 
even enemies of the Germans. They worked for sporting reasons and felt 
thoaselves heroes in the process# This feeling was kept warm by the open 
and secret propaganda. It is clear that there were numbers of people in 
the organizations who worked with them for patriotic reasons, and who, in 
view of the Gestapo's methods of interrogation, proved to be heroes in- 
deed. But these were exceptions. Since the percentage of men working in 
secret organizations in France nd Belgium was very high, the German Radio 
Defense Corps had to licit itself to flushing out the leaders and the trene- 
mitting stations. 

XI# Steps to he tahsn by the Secret -^gent Organizations , which wo^Jai render 

Extirpation difficult by technics! leans in the IV Band 

If a Radio Defense Corps has at its disposal an extensive quantity of 
highly developed equipment, nd sufficient personnel of superior training. 
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it la la a position to eliminate practically ary secret transmitter ly 
technical Beans. 

The agent organisations must try to bring it about that the Radio 
Defense Corps needs such a long time to pick up the trananitter ty inters 
caption, re0c.7n.se it for what it is, D/P and eliminate it, that ty the 
time all this is accomplished the transmitter will have finished its nis- 
ei on; or that the transmitter can set up scnerrhere else before elimination 
is possible. 

On the bads of ny experience, I consider the following steps to he 
effective in the attainment of this end: 

In the very nature of things every agent radio channel is different frm 
every other agent channel as to procedure, characteristic <ji entity of tref- 
flo at given times, and peouliajltiea of traffic. But .10 net should betrty 
characteristic peculiarities which make it easy to pick that net out fna 
other nets. In no case should a rigid plan be follcwred. Everything wtucfa 
renders agent radio traffic characteristic as such, or which is built up 
according to a plan, makes the work of the intercept operator and the 
analyst easier. 

If an agent net or a single channel suddenly and cleverly ohencnd its 
procedure, it was in spite of this never difficult far our operators to 
recognise the channel or the net in a abort time, often even at once. The 
reason for this was that characteristic peculiarities (footprints) aau t # 
fact that the traffic plan had remained unchanged. 

Agent radio traffic suet be camouflaged. I maintain that the beet ca- 
mouflage is the following: 
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Ito agist mist transmit like a camerdal or military operator of the 
country in which he operates. The control station he ccmminioates with 
must transmit like a commercial or military transmitter of the country 
to which it belongs. Both parties must be accustomed to working with each 
other in this way. The intercept operator of the opposing Radio Defense 
Corps must not be able to draw ary conclusions out of the tuning traffic 
or message exchange of the two stations in ccsmunication with each other 
which would lead him to suspect that they have axything to do with one 
another. For instance, the fact that a British commercial transmitter, the 
control station, and a German military transmitter, the agent station, are 
working together, can be so concealed ty clever management of the traffic 
between them, that signal intelligence is unable to find it out. The 
training of the control station operator and the agent must be very good. 
Only extremely capable personnel can be used. The tra. ling of the operators 
and subsequent devising of procedure c^n orjy be accomplished in close 
cooperation with the Signal Intelligence Service. 

The advantages of this type of operations -re the followings 
aa) A great lumber of radio procedures, all different from each other, oan 
be devised; 

bbj No conclusive data can be drawn from long-r-nge E/P -iy more. For in- 
stance, th.t a British caouercial transmitter is in England, and a 
German military transmitter is in Germ, jy does not furnish -nr intel- 
ligence, if it has not been established th .t they belong together. Only 
by an exact survey of all traffic, and by checking over every chann e l 
he .ru aid ty/F'ed in the -re-i in creation, can one - ke out whether it 
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la secret agent trafflo or not* Tbs tins and effort needed ly a Radio 


Defense Corps to tabs effective steps a^inst such a tranaaitter 
be enomous. 


The German Radio Defense Corps quickly learned by Radio Intelligence 
procedure and long-range D/F all the agent channels throughout the side 
areas occupied by Germany. The Partisans Radio Counter Lleasures RagLnent 
(Bandenfhnk BekazapfUnge Regiment) , which did not belong to the Radis De- 
fense Corps, but which worked on the same principles, picked up and long- 
range D/P'ed about 600 Russian partisan transmitters behind German lines; 
but there were not enough close-range D/P facilities available to eliminate 
a sufficient qiantity, Just as was the case in the Treat. The Germans had 
not figured on such an enormous oocmitiaent of secret trannaitterf. 

The traffic schedules of agent transmitters m it be irrejil-r, Tbs 
agent must be able to transmit ary time of the dry or night, in the event 
that the type of traffic he handles involves this* The prerequisite con- 
dition is that the agent find the right frequency for time of day, time 
of year, and distance, without a lot of tuning traffic in the process. 

The system used in England could be used again, namely, that in the vicinity 
of the control stations, transmitters on different freqiencd.es are working 
continuously so that the agent can pick out a frequency far his purposes 
without difficulty* The code Bust not be so staple that the intercept 
operator can break it without help fi-oa the analysis deporfa-ent, which sas 
usually the case* 

The cloee- range te as which have been assigned to work on a trenssdtter 
already rou^ily located ty long-r nge l/p, and whose traimdtting schedules 
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are not known, nut maintain a state of constant readiness. They can no 


longer, as was previously the case, work on several agent transmitters a 
day, according to a fixed plan. Besides, the observers of the agent or- 


ganization would surely notice if close-range d/f teams star around fc 


long periods of time in the neighbourhood. 


Agent and control station transmitters must not be recognisable by 
their tone. The intercept operators of the Radio Defense Corps always 
found this very easy. Every trick of concealment used was hut an illusion 
as long as the characteristics tone remained the same. In the future this 
point must be considered in designing the operating seta. 


The agent's transmitting stations imust change location often. Tbs 
positions must he sofar apart that the dead sons (skip tire as) of the 
transmitter will be shifted considerably. In this way the close-rangi VF 
teams, who imay have gotten a line on the transmitter during oms or several 
periods of traffic fran one location, will be forced to begin their work 
ane.s. Changes of position ware continually being ordered by the control 
stations, but were not executed often enough. 



Agent transmitters must not be set up in isolated buildings, or 
buildings within a town hut off to one side. Agents nade s practise of 
picking out that kind of house, beca u se they could overlook their 
roundings easily. This advantage doss not counterbalance the 
a gas. One single Q/P bearing, shot while driving by, suffices to spot the 
position beyond question. If the close-rungs l/f men act intelligently, tttf 
agent operator will he eliminated as soon an he has finished 
or in aiy case, later on tgr plain clothes a*n, on the basis of this 
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1 F ‘earing. In cities, *./ith their .ry bock *. lleys nd their gre^t 
nui.iber of inhabitants v/itliin 3 : -.11 re: , it is i.uch h-rber to locate 
the operator, besides, telephone lines, pov/er lii.es, .nd overhead trolley 


I know of . c. se ir. which ' n : gent operator ‘worked a renoted tr .nsnit- 
ter. The tr .ns._it -e: .-is in one house, .nd the operator si t in the other* 

\'e succeeded in arran ing things so that he could disuppe r in tine, with 
11 his _ pers, when he saw the very close-range D/F n&n approaching the 
house in which he huu set up the tr knitter* 

r Jhe method used by the rs.-w - 0 ents , who sei.t . . essu^e by changing 
•round f ro; : on^ tr - ns. itter to -nothr, c-. only be useu when the organi- 
sation ca. rises .. l.rge naf «.:■ o. . t:v». th-s method c^n be used, it 

„..:..:os the work of the a -bio defense Corps extraordinarily difficult* 

. e n -I_ -ns tiiree ch . Jiels, .idea tte:..pted to protect themselves 

f r — I in ode 1 ol 1 a. rl ng \ : 

*.r ns_JLttcr .5 set r on bo -r th_ -ttle si dp 'Vittore .'eneto M ir. the 
h -lor of L ^peci ; one .0 r .•*o T _;d - ; 1 . . th,ru on the isl ^uL of sordini *, 

-hep bro j 2 st the oijn _s on Of c 11 up on a iagh output level, y the 
one true t ion of the .css-jes it . xOL L be seei that they were of very 
~_eci 1 Id nd \.fre ue._t interior of "7's*j# -he traffic w .s tr unfitted 
or • fre tiemy - etwee r* high nd uediup fw*. _ It started six»rtly 

that is to say, t ti. - cn th- twili,_ht effect still In- 
- 1 uen _ . . c er ... . tse co e sigp 1-; ..re .ent -s modulated 

... the tr _ _ - over fith ., I fra- mother J.st .t tr ns- 

-*.ttcr, - a. _ -igujcj o* . . . . . ore lifiicilt* _ ne t li ns ^wOU* .eu 
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this transmitter arrangement to be impossible to l/P* This to a later told 
me by the responsible officers, such as Col« Terr&nova of the Commando 
Supremo, after we had with much technical difficulty D/F*ed the transmit- 
ter and found it to be on a battleship* 

All verbal and written inquires sent by the German Radio Defense Corps 
to the Italian High Command, before beginning E/P operations, received the 
answer that the Italians bad no transmitter with the characteristics des- 
cribed* When I started the close-range D/P operations in La Spezia, the 
Italians, by order of the Italian Admiral, had me locked up, together with 
the men I had along to do the job* I knew that we had been shadowed for 
some tii^e. With difficulty we were freed but could move only within the 
compound of the Gerxijan U-Boat base of La Spezia* 

We conducted the very close-range E/F from a ravill mo^or boat* When 
we told the Italians results, they said "How was it possible to E/F this 
transmitter? I is an experimental transmitter* We are experimenting on 
ways of tranazdtting without being D/F f ed* Lay we see what methods 
apparatus you used to do this?" 

A caxission of several staff officers, accompanied by the chief of the 
forward station OITn/WI 7f Fu. Rome, paid us a visit, looked at equipment and 
D/ F sets, and the technique of operation* An Italian officer, whose Job 
was the procurement of signal equipment, (s Dr* Ing* ) mads the at&toaent: 
"It is not the equipment that does it, hut the excellence of the person- 
nel training* H 

Genian authorities assumed that the transmitter was engaged in 
sending treacherous resa les to Russia or the Western Powers, that they 
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1% is of prim Martin t» HP ««iM ntt* writ to mss to tottot 


Mf^polN 1% mid tom toa Impossible for to toil* Defaasa toft to 
oaateot % dim nap iV*)» b soo o ae of laedepMtte ofilpiwont on toad aad 
hsomeo of tOTimil tootoloel dlKlodtoit It (M^iaolM tom 300 
jimplN tod toon used* aad only oloae-rangt ^ tot dm mild Udd> 
license interception of too trofflo mold tom toon atoost impossible, 
regtrdleeo of on esoxseod proper training to (pod e^igMat oa too pact 
of tto Radio Defease Corps* Im if tto control atotioa la tto aircraft 
mro picked up every tiue, to dint of soot intensive searching, *till 
tto loot ting of tto olooo vioinito of too agent atotioa veui k toko to 



Ions* oad aood oo mmy people to do it, that tto auooeea mold bo praetie- 
ally without nooning* In using ouch frequencies tto ooatrol atotioa 4m 
craft auat fly at groat altitude, in order to bo far onoogh from tto agent's 
tmnnaitter, without intor faring with tho sending and receiving conditions* 


The oontrol station oust remove itself far from too ogont transmitter la 
order not to be troy the oppro^Luute loontion of tho ago At 1 a transmitter la 
the event that the piano ia l/F'ed* 


We never know whether frequencies above 100 or 300 uogeoyolea were 
used for egent trofflo in Surcps* I assume that there wore not, for neither 
Radio Defense Corps nor aqr similar organisation detected a*y «g»at tref* 
fio on these freqienoies or above. 
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VHP transmitters must transit wit. as little power output as pos- 
sible. Pran the Gauss tower near Kas.el wo heard the airborne control 
flying over the Zuyder Zee with such great- signal strength that the 
IXitcb language of the controller palling the agent "Johannes" sounded 
off trcm the earphones of the intercept operator like a snail loud- 
speaker. It is impossible to miss such a transmitter as that. rfe shot 
l/F bearings on the control station all the way through Holland on 31 
megacycles. 

The E/T operators should dispatch their traffic more qiickly than they 
generally did. For example , the agent "Balle" who operated from ournay, 
Belgium, did it correotly, while "Johannes" often gave unnecessary bits 
of information which were much more interesting to the Geiuuji Radio De- 
fense Corps than they appeared to be to his control. 

The control stations of the VHP channels almost always war ed on 31 
megacycles* This is a mistake, for it mokes it easier to monitor tbe 
traffic. The sa^e applies to VHF agent trana-iitting stations as was said 
of H/P stations with respect to changes of frequency, time schedule, and 
position of transmitter. 

XIII. Intercept i on nd D/P of Tactic-1 VHP ch-nnels 
*) Cooperation with n y Ccmand Posta 

Tactic-1 HP channels were i-onitared on the side, b y tgr order, al- 
though this iris not our nissioxu I dd this to show the hi£her Geman 
ccLi/i. »nriers ..hat successes ./ere possible in intercepting -nd - i -in£ the 
t.-ctical TIT channels. I wanted to bring about the aonitorin^ -nd I)/ F-ing 
of these charnels on - large seals alon^ the estern Front Ijy the Si^ali 
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military situation it ms no longer possible to Monitor sad i/F on s 

large sosls although the .umy sta.*ted it after m had proved by the 

successes we hod hear very helpful such measures coul be. In this field 

of signal intelligence speed is all important in passing the information 

obtained to the proper headquarters. Every intercept and D/F team Bust be 

trained 

camanded by a tactic IJyr officer. This officer oust have at is -isposal 
direct caxainicatlons to the higher caamand staffs* There Bust not be aif 
central analysis station interposed between. 

b) Interception and Long-Ranne D/F 

Experience we had gained in monitoring VUF agent traffic was brought 
to bear in the tactical VHP interception field. Long-Range D/P's which 
we set up on the "Kaiserstuhl" (near Altbreisach) and in Kappelrodeck near 
Freudenstadt, were directed by a "Kauaando" transmitter* (D/F caimand net)* 
If the bearings at these distances were not accurate, they were still suf- 
ficient to enable conclusions to be drawn free texts which would have been 
without value had the texts not been connected with a bearing* Military 
areas of concentration and troop movements could be figured out in this 


way. 


We assumed that in the Colmar region one or more agent trans itters were 


working under the guise of tactical stations, 'e D/F'ed a suspicious station 


of this sort near the forester's house in the "3oi do RothlAible" south- 
east of Coluar, that is, back of our Front. Due to the coincidence of s 
number of different unfavorable circumstances I could never undertake a 
close-range l/F deration. The station in mestion worked in a purely 
military net aJ^te"j?bnch^^ops of the area* . uch stations as these o& 
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only bo reco£?iized as a pent stations m ay D/F of all intercepted tactical 
traffic. 

c) .Artillery Fire on tactical VHF stations serving tactical erids on the 


basis of DF 


In order to aocoEcplish destruction of tactical VHF transmitting 
stations by artillery fire directed by D/F, we set up two l/F stations 
two or three kilometers fran the front north nd south of Colmar. -It the 
Colmar cemetery, located between the D/F men, stood the ty^F caxcand 
station with three transmit vers, 'e had to be this close to the front in 
order to secure accurate enough l/F bearings, and so that intercept 
operators and l/F men could work under the acme conditions of reception, 
that is, that all three positions would hear the same tactical transmitter. 
The <l / T intercept operator passed over the D/F ccuaand net to the D/F 
operators information concerning eneuy stations to be D/F* ecL These sent 
the bearings back to the l/F control intercept operator by »// T, os soon as 
they took them. He drew out the intersection of the bearings on an -rtil- 
leiy grid map. The grid coordinate of the transmitter to be taken under 
fire by the artillery was reported to the CP of the -rtilleiy regL. ent 
which was to do the firing, over still -not her transmitter. Wc observed 
the subsequent successful results. Setae transmitters were silenced im- 
mediately; others assisted in the correction of the German artillery fire 
by saying, for instance: "I am being fired at, but everything is dropping 
20 to 30 meters to the left of ly me ns of the third tr nscitter the 
D/F control intercept operator h iuj. caixinic tian dth the larger main VHF 
intercept station of the caupaiy, set up on the H Gr fen.^att", or the 
"Herzogenhom" • 



